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1
Introduction

NHS Education for Scotland is required by law to comply with the Data Protection Act, 1998 [DPA] which came into force on 1 March 2000. This Data Protection Policy applies to all NES employees and others who have legitimate rights to access and use NES information systems.  Any questions or comments should be referred to the NES Data Protection Officer. 

2
Responsibilities

Compliance with the 1998 Act is the responsibility of all NES employees and everyone who has access to NES records. A breach of the Data Protection Policy, whether deliberate or through negligence, could lead to disciplinary action being taken under the NES Management of Employee Conduct: Disciplinary Policy and Procedures. A breach of the Act could also lead to criminal prosecution. 

The commitment of NES is to ensure that every employee complies with this Act and to ensure the confidentiality of any personal data held by NES, in whatever medium. 

NES is the Data Controller under the Act and the Director of Planning and Information has senior management responsibility for compliance with the DPA.  

Postgraduate Deans, Directors, Business Managers, heads of departments and line managers have day-to-day responsibility for ensuring compliance with the Act  within their area of responsibility [Responsible Persons].
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The Data Protection Officer is responsible for ensuring the NES Data Protection Registration is renewed annually and kept up to date based on information received from Responsible Persons. 
Responsible Persons must ensure that personal data held by their department is kept securely and used properly, within the terms of the Act. They are also responsible for informing the Data Protection Officer of the types of personal data held in their department, and any changes or new holdings. The Data Protection Officer will advise on the implementation of the Act. 

Each Responsible Person must ensure that appropriate technical and organisational measures are taken within their department to prevent unauthorised or unlawful processing of Personal Data and against accidental loss or destruction of, or damage to, such data.   Each Responsible Person has a duty to keep the Data Protection Officer informed of changes in the collection, use, and security of Personal Data within their department. 

All members of staff are responsible for ensuring that any personal data that they work with is compliant with NES's Data Protection registration. That includes personal data for such purposes as research, personnel records, etc. 

3
Background

The DPA covers all personal data, regardless of the format or how it is stored.  Personal Data is information which:

· relates to a living person, and

· identifies an individual either on its own or together with other information that is in the organisation’s possession, or that is likely to come into its possession

NES requires to hold certain information about its employees and Health Professionals including doctors, dentists, clinical psychologist, nurses and midwives and Allied Health professions.  

To comply with the DPA, information must be collected and used fairly, stored safely and not disclosed to any other person unlawfully. To do this NES must comply with eight Principles set out in the DPA. In summary, these state that Personal Data shall be: 

1) processed fairly and lawfully and shall not be processed unless certain conditions are met; 

2) obtained for specified and lawful purposes and not further processed in a manner incompatible with that purpose;

3) adequate, relevant and not excessive; 

4) accurate and where necessary up to date; 

5) kept for no longer than necessary; 

6) processed in accordance with data subjects’ rights; 

7) protected by appropriate security;

8) not transferred without adequate protection. 

NES staff and others who process or use personal information must ensure that they follow these principles at all times. In order to ensure that this happens NES has developed this Data Protection Policy.
4
Registration

NES is a registered data controller under the DPA and has an entry in the Data Protection Register. This register is maintained by the UK Information Commissioner. Data protection is governed by UK law. 

 http://www.informationcommissioner.gov.uk/
The NES DPA register entry has information on the following:  

· the class(es) of personal data held; 

· the purpose(s) for which data are held; 

· the source(s) from which data are obtained ;

· people or organisations to whom the user may wish to disclose the data ;

· any countries overseas to which the user may wish to transfer the data (the NES entry states ('Worldwide').

NES is required to ensure that its entry in the Register is correct and up to date. The Data Protection Officer must be informed immediately if a new work process or project will involve the need to hold, process or disclose information in a manner at variance with the NES register entry.  The registration requires renewal on an annual basis.

5
The Rights of Data Subjects 

All NES staff, healthcare professionals and others for whom we hold and process personal information (the Data Subjects) are entitled to know:   

· what personal information NES holds and processes about them and why; 

· how to gain access to it; 

· how to keep it up to date or correct it;

· what NES is doing to comply with its obligations under the DPA. 

A DPA statement should be provided whenever personal data is gathered (for example, on a form) explaining why the data is required, and how it will be use

Information about the types of personal information held by NES, the purposes for which it is held and to whom it may be disclosed can be found in the NES DPA Register entry at http://forms.informationcommissioner.gov.uk/search.html.  To access the NES information, enter ‘NHS Education for Scotland’ in the search field.

Requests for access to personal data (other than those falling within routine business) should be addressed in writing or email to the Data Protection Officer.  A fee of £10 will be payable.  The following information will be sought from the data subject:  

· evidence of their identity  

· to speed administration, an indication of the type of information sought and/or where they believe this information is held   

NES aims to comply with requests for access to personal information as quickly as possible, but will ensure that it is provided within 40 calendar days unless there is a good reason for delay. In such cases, the reason for delay will be explained in writing to the data subject making the request. 

6
NES Employees and Data Protection
All staff are responsible for: 

· checking that any personal information that they provide in connection with their employment is accurate and up to date; 

· informing the HR Department of any changes to information that they have provided, i.e. changes of address ;

· informing the HR Department of any errors or changes.

7
Data Security
All staff are responsible for ensuring that:   

· any personal data that they hold, whether in Electronic or Paper format, is kept securely ;

· personal information is not disclosed either orally or in writing or accidentally or otherwise to any unauthorised third party. 

All members of staff dealing with data should ensure that casual access to data is not possible, (for example by visitors, contractors or members of the general public seeing PC screens or printouts). 

PCs should not be left unattended without being screen-locked. Printouts should be kept securely, and shredded when no longer required.  Particular care must be taken when portable computers (including PDAs) are used in public places or on public transport, and when working at home. Filing cabinets containing personal files/confidential information should not be left unlocked.  (See Information Security Policy and related guidance.)

8
Electronic Mail   

Any email containing personal information is subject to the DPA. Email marked “Personal” or “Private and Confidential”, or which appear to be of a personal nature, should be opened by the addressee only or by a person (such as a secretary) acting on the specific instruction of the addressee. Unless mail items are marked in this way they will be considered not to contain confidential information. 

Where 'proxy' access has been established, it should be subject to regular review to ensure the reasons for granting it are still valid.

It should not be assumed that documents sent by Email are secure and confidential information should not be sent by email. Mail sent outwith the NHSnet enters the World Wide Web which is unregulated.  

Staff are discouraged from using their NES address for non-NES matters. For any communications made using NES systems, NES will be the legal owner and may inspect it (for example through anti-virus software to ensure the security of systems) and may be required to disclose it as part of a DPA or Freedom of Information disclosure or other civil or criminal legal process.  

All NES servers are backed-up nightly and tapes are held in fireproof safes. Weekly tapes are held off-site, and monthly tapes are removed from the tape cycle and retained for a period of five years from the date of the archive. 

The DPA requires that all personal information is adequately backed-up and recoverable.  Personal information held on portable computers, PDAs or local hard drives are not automatically backed-up to tape by Network Services. Staff or users of NES IT services are responsible for ensuring such local personal information is recoverable in the event of a hardware or software failure, or loss or theft of the asset.

9
Research use of personal Data 

NES staff who are undertaking research projects using personal data must ensure that:   

· the research subject is informed of the nature of the research and consents to their personal information being used ;

· they conform to the research governance guidelines contained in the NES Research Strategy;

· their Head of Department is informed of the proposed research before it begins;

· all information is kept securely. 

10
Subject consent for processing personal data   

Where there is a proposed use of personal data other than the use of which the data subjects were aware or would reasonably expect when providing the information, NES can only continue to process the data with the consent of the individual. In some cases, if the data is sensitive, express consent must be obtained.  Sensitive data is that which is racial or ethnic origin, religious beliefs, trade union membership or political opinion.

The Act sets out a series of conditions, at least one of which has to be met before an employer can collect, store, use, disclose or otherwise process sensitive personal data. 

NES may ask for information about a person’s health, particular health needs, or any conditions such as asthma or diabetes, for use in the event of a medical emergency. NES may also ask for information about a person’s criminal convictions, race and gender and family details. This is to ensure that NES is a safe place for everyone, and to ensure compliance with other NES policies or legal obligations, such as the sick pay policy or equal opportunities policy. 

11
Publication of NES Information 

Information that is already in the public domain is exempt from the 1998 Act. It is however the policy of NES to make public as much information as possible in line with open government. In particular the following information will be available to the public for inspection, normally via the NES web site:   

· members of the Board including personal backgrounds, career summaries and  interests

· members of the Senior Management Team 

· members of standing committees

· members of other groupings that are considered in the public interest

Names and Email addresses of NES employees might be published on the World Wide Web.  A consent form is available for employees to complete during their induction with NES.    Any member of staff having good reason for wishing details in these lists or categories to remain confidential should contact the Data Protection Officer. 

The Freedom of Information (Scotland) Act 2002 states that any person can receive information that they request from a public authority, subject to certain exemptions such as protection of personal data, commercial confidentiality or national security 

12
Patient Data

NES shall comply fully with the Caldicott Principles and Dr Jim Rennie is the designated Caldicott Guardian.

NES will not normally hold patient identifiable data.  No patient identifiable data should be included in trainee portfolios or evidence of learning.  Any cases of patient identifiable information found in records of training should be reported to the Data Protection Officer immediately.

The one exception may be where video images are taken of training or appraisal of trainees involving patients.  In such cases, the express consent of the patient(s) will be obtained and recorded and the video recordings managed in line with the confidentiality and record retention policies of NES and of the relevant territorial Health Board.   Any disclosure to a third party must comply with Caldicott Guardian principles.  The transfer of such material, for instance through the mail, should be subject to the same level of security precautions as patient health records.

13
Video Recordings: 

The Data Protection Act applies to data held on video recorders that is obtained, for example, from closed circuit television surveillance systems.  Guidance about this is available from the office of the Data Protection Registrar.

14
Retention and disposal of personal data 

NES retains certain information in line with financial, legal, compliance or business requirements. All personal data shall be subject to secure disposal in line with the Corporate Records Retention Schedule.

Paper records will be shredded or placed in the locked confidential waste cabinets for secure disposal.  IM&T can advise on the disposal of data held electronically. 

16
Research Purposes Exemption 

Data collected fairly and lawfully for the purpose of one piece of research can be used for other research, providing that the final results of the research do not identify the individual. Such data must not be processed to support measures or decisions with direct consequences for the individuals concerned, or in a way which is likely to cause substantial damage or distress to any data subject. 

Records of questionnaires and contacts may be kept in order that the data can be revisited and/or reanalysed. This exemption is only applicable to research, and cannot be used to provide information about a particular individual.

17
Marketing

NES will not disclose any personal information regarding employee details to other organisations for marketing purposes.  

18 
Third Parties

Disclosure of personal information to third parties will only be made in accordance with the NES DPA register entry. This entry details the data classes that may be provided and the parties to which disclosure may be made.   No disclosures will be made outside the European Economic Area, except in response to a specific request from the Data Subject.
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	Feb 2007
	Mar 2009

	Records Management Policy
	Current
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	Under review
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	Disciplinary Policy and Procedures
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	Media communication protocol
	Current
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	Various Information Governance Guidance documents
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	http://10.30.8.5/information_governance/DraftInformationGovernanceguidance.htm 
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The NES Data Protection Officer, who is the named contact for the Data Protection Registrar, is Frank Rankin, 0141 352 2923, � HYPERLINK "mailto:frank.rankin@nes.scot.nhs.uk" ��frank.rankin@nes.scot.nhs.uk�   
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